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(57) [Stt] <«lE*> 

Stgi^^ts, *^-fr>H*. «sffi*4£^-*-* 

aHPSD©iB8iHP*^sra«a«©s**ai* 0 * 
awe, *x hcc«s^ , r4PSDat©wjij-T-*^'rra* 




[filial ] WflM4^-^-->x^A«:*jc>r, 

7>hEP«#a£LTWE** h9-d^bTflWTS« 
KOEnH^K* 

«»©W«-fe** 'Jf ^ f^WX (PSD) , £<ix_. 

mtcm^Ls H?i2PSD«HuiePSD©*x hiiri 

0, ttcDttEtfROEOBO^a^^JSH-C*?). WEP S 

ig<M*4^^ - # -«w i ^7*r * fc&mik psd cc^piM 

S^^-f 7>hEP»J*Kl*3©, HUE* ^ h V — Zi^CE 
h«CJS^UfcWEPSD©n©y-*-8igi©fcft 

<d^ - * i l r mm? zm>m 2 keh u /c 

[|f ^4 ] - *-BSUcoi,>TiiuEP S D#>£ 

§!K o /cl&3 IWHtt. fJE-* - # — fr-rc- tclBtS S ft 

ClS^jg 5 ] lWE#«>**aM:. WES?! 1^7^7> 
hEPM^StciOtJE*? hy-**CP^*>TSffi© 

ccS66n*ra«a««**«*. WEiia*a«»#tt. 

CC«fc9iWE** h7-*±te&6ft£H«aS^*-fe- 
^€r«A. BJEiaffliifi^ ryfe-^«, mrlB^xhtctS 

[»*3B7] ma*«>a*Stt, psd<d**hcj: 
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ccs^l/chjibp s D&soimiitt^tfbcD-e&zm 

-rr>hEp»j*«^ jamft<c£6ft&iq«aAs^£ 
we** h-7-^ccp^>rs#^^Yr> h 
EP»*a^o«rEH*a«K*« > we 7 > h ep 

*»3»Bi«:EttLte^x^A. 
10 [ SWSB 9 ] WE * 5 r > h EPW#S» . WE* * 

[ n^s 1 0 ] we#» s#au:* we * * -/ r > h 

EPBO^KtfWE* * h 9-^6a^7f^i^, P 
SD*«<&LfclBE*^7> HSPW^gMcfcD* WE 

fr Eraaaim^ ? -fe - v>\t s -e c cc$s^ l /cwe psd 

tCEiBL/fc^rA. 

20 nmm 1 1 ] *«rE* ^ ^ r > h Ep«*stt, me 

P S D <o 5 % & *> CD L * r ^ -fe ^ r # Sc >«fc 5 KB 

12] Jfri^^T>h EPW^Stt. MEffi 
©^7^7>h EPJPJ^Si WE* 1 * ^ ^ r > h EPJgiJ^ 
SCC3»^ 1/ fcWEnft PSD<b (DfflCD^ 1 y - I 

nzm 1 * ~z-m5\<Dtc&<DJ - 2- 1?^ j t> b to 
xm&rz>mm\ 1 (cEisu/c^>x^A 0 

30 [««S13] H?TE^-^-1f-^-«, ffE^^-Y 
T > h EPJBI^S^, SuE P S D rt> 6§PM*4^^:SAR*r & 

[ft^l4] IfiPSDB, BJE^^-YT>hEpgiJ 
1frEPSD3lP6Wfl!»^4S*-r4Ci«:*lFPl 
^nn^^^^lf^i 2icE*SU/c5>X7 : *A 0 
[M«S15] BJEEPJPJ^Stt. ^-yt^3>ea 
-^r*Sffll*3Bl CCEtBL^i^^A. 
[H3»S 1 6 ] BJEEPJW^Stt, ^ - * -<D^ "J > ^ 
40 -VfoZm&m 1 «:E*8Lfc^^^A B 

^D^^if'-i^'ty-iEft^aiidtf^^^ 

fflaoSflUz^^y-r-/^^^ (PSD) § 
PSDit ^< ife locDB3E^^^T> hr3>e^. 
-^CCft^L, BuEP S DtiiJEP S D<DfcX hiLt 

50 mm?z^i,tc??jT>b^>v*-z(Dmft~c$> 
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- * - BW I £ tc£>&m PSD CCHOE 

SO', 

» h tf-*±r£©«BP S D^^-^-m?[tCf*JfflpJ 
«*»*»**S*«iL4Ct*»«i-rai/^f'A. 10 

imm 1 8 ] Mitt&z^mz, 
s d (Dmifrz&tb zmmmmm&s 

>^^-^CC<t0H»riB3>b-^-^* * b V-ftlCm 20 

6ft, FfrlE&*X hn>fc^-^CCte^U/cS5rlBPS D 
-^^6nW7t6i^, tufas** hn>b^-£ 

&c<fc^ v 8trian>fc*A-^^y h?-*±«:as6ft, 
cte*S^u/ci§9IBP S Dttfctt*^iaffeT?fci>c <fc* 

[»*B 1 9 ] iMB3*«>*#Stt % * » h 
rt-ic&Vm^zsV*-*t*v bo lev 30 

ftPSD©«glJ^**8e>4*>©r*f3, WiB*^T> 

fflnlffi&P S D**»*«I*3«18 CCgBtgU/cVXf* 

[M3J9B2 0] iiuiB&*X M>f A -^^ HJIBffi 
<D^^T> h PS DifiJiB&** hrj>b* 40 
-^L/cP S D<Dr3<DJ-2~m i }\<Dtctb<DS-~Z~-y*~ 
^-iLtatll, 8uIBfifeCD^^-YT>h3>b # ^-^ 

7>hil/t«ftO. Sffi?IS*<D^«5tCmrSBPSD^ 

(t»^2 i ] mffay-*-- tf-^-te, fuia^^^ 

7>h3>ba-^^ H(r8BPSD^6»fl!*4*«rS* 
-rSCi*ftpJ3tiri^^3jca&SI9*3B2 o octets c 

/r>Xf*A 0 50 
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[ §9*312 2] B?TfBPSD«, MIB ^7>/7>h^> 

[f»3R*B2 3] ^7^7>h3>ta-^ B9IB 

PSD©5%*Sfc(3[)CCL^T^-fe^-Cta^<fc5*IIffi 

3ftfc»3jaii 7cciat8L^>XT-A 0 

T> h^>b*^-^i urMian>b-^-^^ ^ h»7- 
^±r^8b-r^tt»cotaffl3>b- A -^ <n>b';*- 
*) d>«c< <h^o^(DmriB^^^T> hn> 

falB^^^T> h r3>b*^-^±i?5ltRW 
«c*ff3ftSBSIWIBy:7 h«?*7*£*. 
a»©BH2+*yf-^^X (PSD) 
PSDit 4>&< locDBjfB^^^T> Fn>t^ 
-£fc:tt^U B?IBP SD^mifBPS D<D** h ilt 

ffi©8ffiatt»©3>b-*-^^e>«Hir*o, fria 
psD«aaoa»!i^i, f^^;w«*ai, bbi* 

ST-rsfc*. a»psD«:re5iiEiB*s*o*ft*f# 

S^7^7>h3>fa-^rt0 4 iiJfar^b-^-** 
» h7-^±r<b*©MfBjSHPSD^-^-ffi5l«:*»l 

fflnjfi&fr. XHUfBflJfflnlffi&P S D^l/cS^7 

7>h3>f a -^ <DMI«HF<r#abft#JR«lijL Z>Zt 
[1*3892 5 ] 8uia*^€)^m«, 

£H ^>fy> hn>b , ^-^^luiarJ>b'^-^^ ^ 
y-^ikii^ft, mflBr3>b^-^^ * h »7-^k:p 

buIBS** hn>b"ux-^^fltjlBn>b*^-^^ 9 h V 

>b^-^tcJ:0BaiB3>b^.-^^ ^ h>7-^±tc^ 
6ft, friBS^Xhr3>b"^-^tC^O/cmrfBPSD 

huIBS^x h3>b , zx-^^BalBn>b' J u-^^ ^ h 9 

-^^pyt^tiit, stria&^x h33>b-^-^ 

«cj:0. fHB3>fc"A-^*y h »7-^±«:3i6ft, 
[f«#JB2 6 ] SJiB*«>^*a«, *»h!7-^1f- 
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[«*12 7] «HB»*Xha>hT»-*«, jjJIEffe 
<D*^4 7> h PS D£m&&*X hn>b' A -^K:tS 

7>hn>k^-^^ WePSD*&8WI«HH*S# 

[W3R3I2 9] 8f«2PSD«, B9fE^^-TT> h3> 20 
fcT»-**J % IWBPSD*6K3IHBB*»*-r*Ci* 
tt?JSftr^S*#»*ai3»12 7tClBi8L//c^^-r 

A 0 

[»«S3 0] «^^-fT>h3>tr*-iftt, Mia 

P S DO 5 £ (Die UfrT 9 X* & t> «fc 5 ft'JK 
•Jf-ffAVx (PSD) 

30 

h*7-^±CcS**Pf«3ifiL, rwffiSsRtt. mFlEPS 
DO*Xhiir«|IU WE** h9-^tcn^> 

hps d sw> 4 i><ox$> *) , 

ftylBS** KcJ: 0 % 9ufE* v h 7-^_hCCjjufES 
*X htCjS^U/cHufEP S DflDaacDSRgiJ^*^^ 1 40 

fries* x h#nwia* » h7-^^P^7t^i 

fctt^ L /cmffE PS D1t£& te-P&m pJfte-C ^Ci^ 
[0 0 0 1 ] 
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[0002] 

S#^E-645, E-646, E-647, E-648, E-649, E-696)CC 

cu s p s )tcjt o sis $ ti^ie 3 titcm n s ti a > 
Bi**tmecfpaET&. i b i pa, -Httccaww^y 

[0003] usps » % i b i p<Di±mwm*£Mis 

fct»*^-X©SEEP^P^A(I B I P)iEEPtt«» 

(i b i PEHWtfiWM** i b i Pz&mLx turns ti 

0J3IET4 o 1996^6/3 13B iCH^ $ni997^7>g 23B GCBfc 

^-r^ttasci b i p psDft«t)», m^^^ 

cn« i b i pz&mLxmmztizmmcmmz 

j&^rsHz** yrvi^t^^j^r&o 1996^10 

xfAttittt. i b i pcd*x h iy^^omm^co 
mmc^x<D&m*wnttz<:\ bip^ bi±m 
mx ctab<Di±wmz£t#>x. i b \ Pi±mmti> 

5, I B I Ptt, 0^7x-^a-f- (zl-V* 

CD^>^^X h^^^ + ^^o 1997^4^ 25B&C#£g| 

^>tt«»«, USPSKfn/lf-^^O^-ryiP 

x.CCO^rfl^fET^(I B I PKMSttif) 0 
[0 00 4] 3L-1f— ; »M hCC^-Sn.— tf-0[>-<>^^ 

(^^h)iCjg^UcPSD^Ii^ PSD«, &£fj: 

T^iPdffin^sauft^-r^o i b i PEewtaw 

A^J^5J^f r -^<bPDF4l7^'-r3- F^- 
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«ffl»tt»r. PSD I D/*-C?lk MHB. §&<S*4 
t PSD ID, :z--tf- I D, MtiJB, ^ffiitfett 

[0 0 0 5 ] ^Ly-^-CC^>^-^^-x-r€>=3> 

&Xi84i«fc-i"&&, USPStt^© 4, 
HEn*En»JUPSD«:*^ MC-f * 2 

Xr-MZ. USPSte<fcD*K3ftfrt:m«&e>ftt». 
[0 00 6 ] I B I P** M±«»tt* t-7'>^f 
Aft©** h^©§SR*BBi«-a o KOtfeffi 
BrCff*)* JBifettBfoSW). *Bii6«iJ^-^(F I M), 

(c*^httiEEp*4j5SL^y>*-K:«ar*. i b i 
pftat»«, asas*-^>-?e-*— accost 
iireu ccrttPcy-^XBttMPC^-*- 

<bC^ 0 ftSMPC^-^-», *XK*XFPC)i 

h77*y^-> 3 >j <t rpc^-*-^-^** h j 

DiiMMT^o MIPCy-^Ht *XhPC«:Si 
jRL/cPSD©#teT*-te*TS£. SfcttSSPC-*-* 
-B, aPHfltCDPSD«:r^42^-r4C<!:«*li. 
[ 0 0 0 7 ] feirflMPC^-£-«:. **hPCJhr, 

umiz* *x h i^n^cifs^u/cP s Dor^-c^rt-ctf 
®i3npsD^wow^e>nt^^^ h pc±©s* 
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BHIAlEt*. io©PCCcS|it | S*i&. ^hPCit 
0»*tffi5U©#- h Cfitc lo©PSD£lftf- FT* 
l-^«±<DPSD*iRSOr*>Sl^ 

Bfty^h^xncrmtfrs. i b i Pf±a# 

10 h^-^SS-C*^ K7- PCtt. ^»>h9 

-*±©*^r>h pc tests 2titcmm<Dwm&ffl 
•rr*. 

[ooo 8 ] «r r{gigy-t$?-j a^*?^-^ 
^iri^«ci^<(DPC*wt^o wfpch ^ 

D«ffi«f r -d?-fe>5r-tC*S1f-^-PC"C|ltf3tl 
£«, t^FPCtt §0®#I2, 

20 s3t»*©K?i€:«!.a-r*yfc«>cc« v 7^- 

(if r -^-fe>^-r^ct3LrMiisn, hp 

4m s fll5 l 454 v 0389««llR3nft:^. <R«L*-*-tt. 

I B I Ptta»o±r<z«a©»«:fcja^-r*towr» 

*rl>. »CC % I B I Ptt«MR3\ PSDiMf-^ 
30 [0 00 9 ] 

[0010] 

[»H*»«-r*fc«>fl!>*a] i b i pf±mmcm&? 

40 /c 0 ^9h7-^PC^-^>XfA«, W£<D*v 

t<y-?<D— Silt*? h»7-^©*-^-PC«:f¥ 

ttWfce^ U/clS^O ?^JT> h PC . * * h 
7-^PC^-^-^fAit ^< ife I-ocd^-5 
-/7>hPC{C|S^l/c^< lO(7)PSD4»C 
«fiESti. **tfcj:oT** h"7-*±©fflF?IStifctt 
©^7>f7>hPC{i, g^t^^7^7>hPC?!»6 
aH9©PSD^6»ffi1Bffl*»«)Ci^-C*^. i'CD^ 
^WT>hPC4>, ioX«*ntLb©PSD^K0« 

so n^nsf*cD^cDPSD(*>L^)ti{3:)i, ^ h 7 
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-?±<d{&<d?^jti' bcop s DcmmpsD^tcom 

[0 0 1 l]«7-fr>hPCtt. Wft»£*aE 
^XfAT, PSD^«^7-f7> h PCB, SB 

fn^o^ie^ p s D<o^mtn^m<Dtctb<Dwm\<om 

C y - ^ - ^XfAOffil^lllM'eji. PSD^CDfg 
ft&o iOH««ttt, W5I©IB»», ^7^7>hP 

c^SBKsna*^ 

[ o o i 2 ] #»&njfiwrtt, ^-^-fev^-ccT* 

-'*-PCf*i«:*a. <fi©HSfi«Ttt, ^ABPSD 20 

*^-fr> hPCrtcca*. h*-*pc-*-*- 

tj--7<-PC, HJ%PSDjW£L,fc**5-fr 

>hpc^ 4 <t*©*^r> hpc^u-^^-;^ 

PC«aS*UtePSD**>9^>±r«W*lt?ISti 
[0013] **l8^6»^*ao^(Z>3M*3&i** 0 C 30 

c tssbtcj xb r k^-t>j <ti^n-5)^Soi$ti/c 

T^-feXpJtB&PS D#s&£c7)T\ ^^7>hPC<D 
J.— !f-B. ^-cDS^tuEP^ F-* -f>*W1"4»-© 

fe, 3*?-#yKDAB. a*^#*hCD 40 

CcxSO:?*- F, b(,c$>2>t>UT> h P 

2HBB* * v h 9-^±<D^^>fT> hPCCDSa-if 
Sft£!8:BS©«ojfc©psDte7*H2XT*S 

S D IrC'M&CDmmoitcMc cf3»r 3 i* £ ft& t > <!: I O C <b 50 
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r&& 0 ^*©»ffi!BJ©a&ffi-C#-- (DP SDK: 

? h 7-t>±<Ditl<DP SDtCT^-fe^UT. M&O'Ptj: 
UPS D^W^*T4/cfeWffi%<D«iffl*4i»frSC <fc 

(PSD)^ *7-/7>hfc«tt-r*. #PSDtt, P 

B, WK»^-^-K3l*SttS*4^:ab v iSPiPS 

b. ra«a*^^-fe-^i«*«c<fco, *vtv-#± 
x tcomm p s D&jt-*& — bx? i ccffiffl pjffi^*«> & . 

MPiP s d z>mnmm<Dm&&* z^-i 

h Kis^r s p s D©»a©«aii^*^-rra« 

— v ji/ a > j* — * «<Dta^ 3 > e ^ - ^ t"^> 
b, ^ y > ^ - * -^bt 5 ^ ^ Jimm^&j -z- 

[0015] 

t;#-^BSP^a*r« *»«*Hffi*#jHb-cift9i-r 

£ 0 SI— 3CC^»y h »7-^PC^-^-^Xt*ACD3 
7>FPC20(5o^t)^ii^ o *»h7-^PC 
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y — £-:xX-r Ai(XDi§-P S D40(2o^r^T)(J, 1 o 

cd*^7> h PC20K*s^rs o &^^r>hPC 
*-c*<&<fc5ccorfcfi<,>. ) h9-^pcy-^ 

AlirtfCfiacDP S D Wft 4>&<<fcfcl 
0(0 P S D 403^»O^(Z>^ 7^7>hPC 20tC?5^-T * 
«f3£©PSD40*s^-^-B15I©/c»T 

T>hPC20tt, BBKMBM-* — !f-^PC21<JS 

asrt«:7S-r)<fcfts, psd4o#psd#*£^ts^ 

!4fiMPC^-^-^fA(D«t 1995^12^ 190 ffl 

K©*B4#»ffl8RNo. 08/575 ,ii2^cf2iS£ftT 

©^H-{cot>r^tSt3#/cT^n-^*c*4. PSD40 
*mQtttte>titt&9 5'{T>bPC2ttZ* -eoPSD 

5*x*-42)4. K9imH0K9lny44)£<rlWr«» 

[0016]H2Ai2B», ##feiJ§(Dfl&©^W*7S 
T. h!7-^PW-*-^f AlO'fct, fit^CD 

T> hPC20(5o£^T) ; £<iiSo *9 h^-^PC 
^ - ^ - 5>Xr AiO'OS P S D 40(2 1 

o<jd*5-Y7> hPC2o&c*S^"rSo &^^7>hP 

HJfc0«<tR)«* ^^h9-^PC^-^-V^fAlO' 
rtcc«»©PS D***¥fiEU d>«c< <t4> lOOPS D40 

imnfrvv^AT^ hPC2otcf^-r^o ^©ps 

D403^y-^-K?l©fc«)T^'i2^3nS<b. P S D 40 
#HX9ttW6ftTt>S*^7> hPC20», HK?l<D|ffl 
^.^^;^ PC 2i(?g$lrt K5Vr ) <L & * (H 5 ). 

y-*-1F-/<-PC2iriec4. oa>U 
o fc«B I K S mn C^lt U5>X*-42)**©P 

sD4orcD^«^*rs^6-c*So l*>u cvmskvt 
«, »3l*W-«:oi»rt*j|lttiufcr^ , o-^*#A*. 

-^-30(H2 B)#£<DP SDtgC ofcKgiKlHr* 
5X3 IttfR (HXS [ P y 44)£ & S^lT S 6 ~C £> So 
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[OO17]03«, *v h7-^PCy-^-^Xf 
A<D^3S£S£0(lO" ^r/Wo 4>ft< <tfc 1 OCDPSD40 
**, h ^-^-^-^OKlM^U ffi^O^^^T 
>hPC20&£ v S£*CDJ:^CC^ y b "7-^*w^30CC 
S^TS. ^7^7>hPC«, f^7'K 

— ^±^$nrc^i^*';>^-228 (fistc. 
h7-^^y>dr-23)*W3**jlS:©^-y^;i/ 

3 >tTa ^T(D^lt«PSD40rtr^C 
10 C©<fc5fc3!i6W©Wtt. 1995^12^190^0^1$ 

frtiamno . 08/575 , i09^lc§Bi&£ txx I > So c (Dmifcffl 

pc2iiur«S8*rs*^ h-7-^-^-3o*«i 
So aEEficD^Kos*«^^>rr>hPC2(»&>6*r, 

fiEEn©E|J9J»^-7-f T>hPC20-Ctf*>ti-5. 0*>U 

s 0 ^^^r>hPC2o«, *^ak:<£9** 

if-^-30tC^-rSC<*:^-C#So h 
20 >^-30te:, 7^~£^>£~&C#>r>T&<fcl> 0 CtltZ, » 
^O^ft<b^ l<D#ftCCOC^T*t^ U tcT y'V - *X&> 
So *v b 7-^1f-^'-30(C$S^-rSPSDO^, 

h9-^PC^^^-^fAio" t?ecSK3l«: 

ciks 1 n ^ 44) <t &mt$ -r s * r & s o 

[oo i si nmmi t2*mm-?*>t. *vbv->? 

PC^-^— >X7^Al0<*:10' 10X^^tiJW±CD 
PSD 40^ 1 oX«-enJ^±0 ^7^7>FPC 2^C$g 

30 r>hPC2o«, ^-^-coKSi^n&cs^uyfcPs 
vmxmfoxmw^ ns<b^, !*tLMPcy-^-tc^ 
s 0 aSiSSPc^-^-iurfttft-rsifr. cq£*> 
h PC2o«, ^rs^7^7>FPCi 

r, ^7^r>hPC2o«, ^ncc^L/cPSD4oo 

^tCT^-fe^'CtSo ^7^7>hPC^©PSD 
vault) ^7nx(ifj:^ 0 

40 [o o i 9 ] H4£#M-rs£, ^^^r>hPC2o 
tt, MMPcy-^- =e- Fioor^sns. 
pc^-^-ioo«. ^^hPCio2, psdio4, 

>^-l04^rffix.S o <t*SMPC^-^-ioo«, PSD 
104<DBSI<tLT, PSD1S. PSDim iUMffl 
a»E©«tt*«ffllT*. «Hltt, ^XhPC02-CHtf 

^ns^-^-yy h ^ * r#/d5fi*iio(fc*T\ rpc 

50 ^^UCCOM/DCOlVDCD^y^^ ^ hOft^WKlii 
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», r 9-*±<Dgrt<fcjaH<DPSD©!;;* 
•J ^ hSrlSft* V 7 U 9 t/^Mfc**. 

>3l9B fflK©*a«K : fflHNo. 08/575 ,122#(CKK $ tl 

[0 02 0 ] c©y-;u+? h*3§S6-rs<t t 

-3i-^-^--*»rtx«aHi«:'r4ci*s'c*4. p 

COM/DCOM«:RI"r4363&:a««Ccot>rW, D 
COMr-^^^t ; DCOMfiSfittftt; DCOM# 

PC/-^-7-^y Hiioti, »WK">K^, *K- 
MP c y - ^-ioo^ ^^-rAiaogft r^rt-etT^n 

*. PSD^©^;£<b{B0#©£5ttfc*ft:> nHSlP 
fir^fSn*. C(D<fc^CC, KSIOfflH 

ttfi:apcy-^-iooiLr^«i-rs^^-YT> 
hpctcs*^n^> 0 
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* POSTAGE METERING SYSTEM AND METHOD FOR AUTOMATIC 
DETECTION OF REMOTE POSTAGE SECURITY DEVICES ON A 

NETWORK 

Field of the Invention 

The present invention relates generally to a postage metering system 
and method for printing postage indicia using a personal computer and, more 
particularly, to a postage metering system and method for printing postage 
indicia in a network of personal computers. 

Related Applications 

The present application is related to the following U.S. Patent 
Applications Serial Nos. (Attorney Docket E-644, E-646, E-647, E-648, E-649 
and E-696), all filed concurrently herewith and assigned to the assignee of the 
present invention. 

Background of the Invention 

The Information-Based Indicia Program CIBIP") is a distributed trusted 
system proposed by the United States Postal Service ("USPS") to retrofit and 
augment existing postage meters using new technology known as 
information-based indicia. The program relies on digital signature techniques 
to produce for each envelope an indicium whose origin cannot be repudiated 
and content cannot be modified. IBIP is expected to support new methods of 
applying postage in addition to the current approach, which typically relies on 
a postage meter to mechanically print indicia on mailpieces. IBIP requires 
printing a large, high density, two-dimensional ("2-D") bar code on a 
mailpiece. The 2-D bar code encodes information and is signed with a digital 
signature. 

. The USPS has published draft specifications for IBIP. The 
INFORMATION BASED INDICIA PROGRAM (IBIP) INDICIUM 
SPECIFICATION, dated June 13, 1996, and revised July 23, 1997, ("IBIP 
Indicium Specification") defines the proposed requirements for a new indicium 
that will be applied to mail being processed using IBIP. The INFORMATION 
BASED INDICIA PROGRAM POSTAL SECURITY DEVICE SPECIFICATION, 
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dated June 13, 1996, and revised July 23, 1997, flBIP PSD Specification*) 
defines the proposed requirements for a Postal Security Device ('PSD") that 
will provide security services io support the creation of a new "information 
based" postage postmark or indicium that will be applied to mail being 
processed using IBIP. The INFORMATION BASED INDICIA PROGRAM 
HOST SYSTEM SPECIFICATION, dated October 9, 1996, defines Ihe 
proposed requirements for a host system element of IBIP ("IBIP Host 
Specification"). The specifications are collectively referred to herein as the 
"IBIP Specifications 0 . IBIP includes interfacing user (user), postal and vendor 
infrastructures which are the system elements of the program. The 
INFORMATION BASED INDICIA PROGRAM KEY MANAGEMENT PLAN 
SPECIFICATION, dated April 25, 1997, defines the generation, distribution, 
use and replacement of the cryptographic keys used by the USPS 
product/service provider and PSDs ("IBIP KMS Specification"). 

The user infrastructure, which resides at the user's site, comprises a 
PSD coupled to a host system ("Host") with printer. The PSD is a secure 
processor-based accounting device that dispenses and accounts for postal 
value stored therein. 

The IBIP Indicium Specification provides requirements for the indicium 
that consists of both human-readable data and PDF417 bar code data. The 
human-readable information includes an originating address, including the 5- 
digit ZIP Code of the licensing post office, PSD ID/Type number, date of 
mailing and amount of the applied postage. The bar code region of the 
indicium elements includes postage amount, PSD ID, user ID, date of mailing, 
originating address, destination delivery point identification, ascending and 
descending registers and a digital signature. 

An integrated mailing system is subject to open system requirements if 
it includes a computer interfaced to the meter and it prepares mailpiece fronts 
or labels that include both the destination address and the indicium. The 
integrated system is an open system even if different printers apply the 
address and the indicium, if the mailing system satisfies such criteria, the 
USPS considers the "meter" to be an open system peripheral device that 
performs the dual functions of printing the indicia and interfacing the PSD to 
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the Host. The integrated mailing system must be approved by the USPS 
according to open system criteria. 

The IBIP Host Specification sets forth the requirements for a Host in an 
open system. The Host produces the mailpiece front including the return 
address (optional), the delivery address (required), the Facing Identification 
Mark ("FIM"), and the indicium as an integral unit. The Host may print this unit 
on the actual mailpiece stock or label(s) for later attachment to the mailpiece. 
The Host provides the user with an option to omit the FIM (e.g., when the FIM 
is preprinted on envelopes). The Host produces standardized addresses, 
including standard POSTNET delivery point bar code, for use on the 
mailpiece. The Host verifies each address at the time of mailpiece creation. 
The Host then creates the indicium and transmits it to the printer. 

The IBIP Specifications define a stand-alone open metering system, 
referred to herein as a PC Meter or Stand-alone PC Meter. The Stand-alone 
PC meter has one personal computer (°PC n ) which operates as the Host 
("Host PC"}. The Host PC runs the metering application software and 
associated libraries (collectively referred to herein as "Host Applications" and 
"PC Meter Toolkit") and communicates with one or more attached PSDs. The 
Stand-alone PC Meter can oniy access PSDs coupled to the Host PC. There 
is no remote PSD access for the Stand-alone PC Meter. 

The Stand-alone PC Meter processes transactions for dispensing 
postage, registration, and refill on the Host PC. Processing is performed 
locally between the Host and the PSD coupled thereto. Connections to a 
Data Center, for example for registration and refill transactions, are made 
locally from the Host through a local or network modem/internet connection. 
Accounting for debits and credits to the PSD are also performed locally, 
Jogging the transactions on the Host PC, which is the PC where the 
transactions are processed on and to which the PSD is attached. Thus, the 
accounting of funds and transaction processing are centralized on a single 
PC. The Host PC may accommodate more than one PSD, for example 
supporting one PSD per serial port. Several applications programs running 
on the Host PC, such as a word processor or an envelope designer, may 
access the Host Applications. 
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The IBIP Specifications do not address an IBIP open metering system 
on a network environment. However, the specifications do not prohibit such a 
network-based system. Generally, in a network environment a network 
Server PC controls remote printing requested by a Client PC on the network. 
Of course, the Client PC controls any local printing. 

One version of a network metering system, referred to herein as a 
"Virtual Meter", has many Host PCs without any PSDs coupled thereto. The 
Host PCs run client applications, but all PSD functions are performed on 
Server PCs located at a Data Center. The Host PCs must connect with the 
Data Center to process transactions such as postage dispensing, meter 
registration, or meter refills. Transactions are requested by the Host PC and 
sent to the Data Center for remote processing. The transactions are 
processed centrally at the Data Center and the results are returned to the 
Host PC. Accounting for funds and transaction processing are centralized at 
the Data Center. See, for example, U.S. Patent No. 5,454.036, which is 
assigned to the assignee of the present invention. The Virtual Meter does not 
conform to ail the current requirements of the IBIP Specifications. In 
particular, the IBIP Specifications do not permit PSD functions to be 
performed at the Data Center. 

Summary of the Invention 

It has been found that an open metering system, which conforms to the 
IBIP Specifications, can be implemented on a conventional local area, or wide 
area, network to form a "Network PC Metering System". The Network PC 
Metering System includes a plurality of Client PCs operatively coupled to a 
Network Server PC as part of a conventional network. The Network PC- 
Metering System is configured with at least one PSD coupled to at least one 
of the Client PCs, whereby authorized ones of the other Client PCs on the 
network can obtain postage value from a PSD that is remote from the 
requesting Client PC. Any Client PC may have one or more PSDs attached 
thereto. Each Client PC has access, if authorized, to both its own local 
PSD(s), if any, and any other Client PC's PSD(s) ("remote PSDs") in the 
network. 
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Each Client PC runs its own. client metering application to dispense 
postage and to perform registration and refill operations. For each PSD in the 
Network PC Metering System, the Client PC to which the PSD is coupled 
controls processing transactions for dispensing postage and registration and 
refill of the PSD. When performing such operations, the Client PC functions 
as a server for the metering transaction, and is referred to herein as a "Meter 
Server PC". In the Network PC Metering System the accounting for debits 
and credits to the PSD and the logging of transactions are performed on the 
Meter Server PC. Thus, the transaction processing is performed remotely 
when a Client PC is accessing a remote PSD. In alternate embodiments, the 
logging of transactions is performed on a network server to which the Client 
PCs are connected ("Network Server PC"). 

In one embodiment, modems or internet connections for accessing the 
Data Center are located in the Meter Server PC. In alternate embodiments, 
the modem may be located in the PSD or the Client PC and the Internet 
connection may be in the Client PC. 

It has also been found that the Network PC Metering System can be 
configured such that each Client PC dynamically knows which remote PSDs 
are available for use by such Client PC, and that each Meter Server PC, i.e., 
each Client PC with a PSD coupled thereto, dynamically knows which Client 
PCs are on-line that are authorized to use the PSD coupled to the Meter 
Server PC. 

There are several benefits that are realized from the present invention. 
One such benefit relates to the postal regulations requiring that the postage 
printed on a metered mailpiece must be obtained from a meter licensed from 
the local post office at which the mailpiece is deposited for mailing, commonly 
referred to as "origin of deposit" or "domain 0 . With a plurality of PSDs 
accessible over a computer network a user at a Client PC is not limited to a 
single PSD having a single origin of deposit or domain. For example, while 
most users of a network metering system located in Shelton, Connecticut may 
be willing to deposit their mailpieces in the Post Office in Shelton, 
Connecticut, other users may intend to deposit their mailpieces at different 
origins of deposit, such as Stamford, Connecticut. Furthermore, some of the 
users may be at a Client PC that is physically located in Stamford, 
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Connecticut but is connected to a network server physically located in Shelton 
Connecticut. The present invention provides each user of a Client PC on the 
network with access to several PSDs having different origins of deposit. 

Another benefit of the present invention is that mailpiece generation 
does not have to be interrupted because of PSD funds limitation. For 
example, when a large mail run requires more postal value than is stored on a 
single PSD, the user can access another PSD on the network to complete the 
mail run without having to intemjp.t the mail run to refill the PSD that is low on 
funds. 

The present invention provides a postage metering system that 
includes a plurality of printer modules connected as part of a network and 
operating as clients on the network. Postal security devices (PSDs) are 
coupled the clients. Each PSD is local to tha coupled client functioning as a 
host to the PSD and remote to the other of the plurality of clients. The PSD 
includes unique identification, postal value storage and a digital signature 
generator. The clients function as a postage metering network wherein a 
client requests evidence of postage payment from a remote PSD for 
concluding postage metering transactions. Each of the clients determines 
which of the remote PSDs are available for metering transactions on the 
network by broadcast messages and requests. In one embodiment, a 
broadcast request for the- Identity of remote PSDs whose host is logged onto 
the network is sent over the network by a client when the client logs onto the 
network. Additional broadcast requests are periodically sent over the network 
by the client to other clients logged onto the network. Broadcast messages 
indicating the unique identification of the PSD coupled to a host are sent over 
the network by the host when the host logs onto the network. Additional 
broadcast messages are sent periodically over the network by the host. 
Another broadcast message indicating that a PSD is no longer available is 
sent over the network by the host when it logs off the network. In alternate 
embodiments a network server controls broadcast requests and messages. 

In an open metering system, the printer modules are general purpose 
computers, such as personal computers. It has also been found that the 
present invention is also suitable for closed metering networks. In a closed 
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metering system, the printer modules are postage meters, such as digital 
postage meters. 

Description of the Drawings 

The above and other objects and advantages of the present invention 
will be apparent upon consideration of the following detailed description, taken 
in conjunction with accompanying drawings, in which like reference characters 
refer to like parts throughout, and in which: 

Fig. 1 is a block diagram of a preferred embodiment of a Network PC 
Metering System with PSDs couple to Client PCs in accordance with the 
preferred embodiment of the present invention; 

Fig. 2 (2A and 2B) are block diagrams of alternate embodiments of a 
Network PC Metering System with PSDs couple to Client PCs with a 
centralized transaction log; 

Fig. 3 is a block diagram of another alternate embodiment of a Network 
PC Metering System with the PSD coupled to a network server; 

Fig. 4 is a Client PC operating in stand-alone mode; 

Fig. 5 is a block diagram of the embodiment of a Network PC Metering 
System of Fig. 1 with a Client PC in Meter Server mode; 

Fig. 6 is a flow chart of a Client PC accessing a remote PSD; 

Fig. 7 is a flow chart of a Client PC/Meter Server broadcasting requests 
and messages to other Client PCs on the network; and 

Fig. 8 is a block diagram of a closed system metering network in 
accordance with the present invention. 

Detailed Description of the Present Invention 

In describing the present invention, reference is made to the drawings, 
wherein there is seen in Figs. 1-3, three alternate embodiments of a Network 
PC Metering System. Fig. 1 shows one embodiment of the present invention. 
A Network PC Metering System, generally designated 10, includes a plurality 
(five are shown) of Client PCs 20 conventionally coupled to a Network Server 
30. Each PSD 40 (two are shown) of Network PC Metering System 10 is 
coupled to one of Client PCs 20. Each Client PC includes a conventional 
personal computer system with display, keyboard, and an unsecured printer 
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22. (Optionally, each Client PC may access a network printer 23 connected 
directly to the network.) Preferably, a plurality of PSDs exists in Network PC 
Metering System 10, with at least one PSD 40 being coupled to several Client 
PCs 20. When a specific PSD 40 is accessed for a metering transaction, 
Client PC 20, to which the PSD 40 is attached, becomes a Meter Server PC 

21 (shown within parenthesis) for the remainder of the transaction. When the 
PSD 40 is being accessed by the Client PC 20 to which the PSD is coupled 
the Client PC 20 is functioning as a stand-alone PC meter. An example of a 
stand-alone PC metering system is described in U.S. Patent Application Serial 
No. 08/575,112, filed December 19, 1995. 

In the preferred embodiment, the postal funds accounting and the 
transaction processing occur in the Meter Server PC 21. It will be understood 
that this is a decentralized approach concerning funds accounting and 
transaction accounting because each Client PC 20 having a PSD 40 attached 
thereto maintains accounting information (departmental accounting registers 
42) and transaction information (transaction logs 44) relating to transactions 
occurring only at its PSD 40. 

Figs. 2A and 2B show alternate embodiments of the present invention. 
Network PC Metering System, generally designated 10\ includes a plurality 
(five are shown) of Client PCs 20 conventionally coupled to a network server 
30. Each PSD 40 (two are shown) of Network PC Metering System 10' is 
coupled to one of Client PCs 20. Each Client PC includes a conventional 
personal computer system with display, keyboard, and an unsecured printer 

22 (and/or optional network printer 23). As in the preferred embodiment, a 
plurality of PSDs exists in Network PC Metering System 10', with at least one 
PSD 40 being coupled to several Client PCs 20. When the specific PSD is 
accessed for a metering transaction, the Client PC 20, to which the PSD 40 is 
attached, becomes a Meter Server PC 21 for the remainder of the transaction 
(Fig. 5). In this embodiment the postal funds accounting occurs in Meter 
Server PC 21 when the transaction has been concluded. However, the 
transaction processing occurs at Network Server 30. It will be understood that 
this is a decentralized approach concerning funds accounting because each 
Client PC 20 that has a PSD 40 attached thereto maintains accounting 
information (accounting registers 42) relating to transactions occurring only at 
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rts PSD. However, this embodiment provides a centralized approach 
concerning transaction accounting because one of the Meter Servers 21 (Fig. 
2A) or Network Server 30 (Fig. 2B) maintains transaction information 
(transaction logs 44) relating to transactions occurring at any PSD. 

Fig. 3 shows a third embodiment of a Network PC Metering System, 
generally designated 10". in which at least one PSD 40 is coupled to a 
Network Server 30 and a plurality of Client PCs 20 are conventionally 
connected to the Network Server 30. Each Client PC includes a conventional 
personal computer system with display, keyboard, and an unsecured printer 
22 (and/or optional network printer 23). All accounting occurs in PSD 40 and 
transaction logs 44 are stored in Network Server 30. An example such an 
embodiment Is described in U.S. Patent Application Serial No. 087575,109, 
filed December 19, 1995. This embodiment comprises a Network Server 30 
functioning as server for a conventional network, such as a local area 
network, and also functioning as Meter Server PC 21 with PSD 40 coupled 
thereto. Requests for indicia originate from and printing cf indicia occur at a 
Client PC 20. However, funds accounting and transaction processing occur at 
Network Server 30. It will be understood that the Client PCs 20 may be 
connected to Network Server 30 by modem. II will further be understood that 
Network Server 30 may be located at a Data Center. It will be understood 
that this is a centralized approach concerning funds accounting and 
transaction accounting because the PSD coupled to Network Server 30 
maintains departmental accounting (accounting registers 42) and transaction 
information (transaction logs 44) relating to transactions occurring only in 
Networki J C Metering System 10". 

Referring again to Figs. 1 and 2, Network PC Metering Systems 10 and 
10' are configured with one or more PSDs 40 coupled to one or more Client 
PCs 20. In such configurations, the Client PC 20 becomes a Stand-alone PC 
Meter when a metering transaction is processed locally on its coupled PSD 
40. When operating as a Stand-alone PC Meter, such Client PC 20 performs 
the previously described metering transaction, acting as both, the requesting 
Client PC and the Meter Server PC. As a Stand-alone PC Meter, Client PC 
20 can only access the PSD 40 coupled to it. There is no remote vault access 
when a Client PC is processing a metering transaction on the local PSD. 
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Referring now to Fig. 4, a Client PC 20 is shown in Stand-alone PC 
Meter mode, generally designated 100. Stand-alone PC Meter 100 includes 
Host PC 102, PSD 104 and printer 106. Stand-alone PC Meter 100 
processes the functions for PSD registration, PSD refill, and postage 
dispensing as transactions for PSD 104. Processing is performed locally by 
metering software component 110 (referred to herein as 'PC Meter Toolkit") 
running in Host PC 102. In the preferred embodiment, PC Meter Toolkit is a 
Component Object Model/Distributed Component object Model (COM/DCOM) 
object (typically implemented as a dynamic link library (DLL) or OLE control) 
with interfaces to. perform metering operations. One such interface maintains 
a list of local and remote PSDs on the network. This interface maintains a 
current list of all known and attached PSDs (the 'metertable') at the time it is 
instantiated. There is also a refresh method that Host and Client applications 
may use to update the list. An example of a PC metering system using a DLL 
with interfaces to perform metering operations is described in previously noted 
U.S. Patent Application Serial No. 08/575,112. filed December 19, 1995. 

This Toolkit implementation allows Meter Servers to be local or remote 
without any changes in the Client PC interface. The PC Meter Toolkit and 
Meter Server could be within the same computer, computers connected via a 
local area network or the internet. Network protocol negotiation is handled, 
for example, by the Windows operating system. For additional information on 
COM/DCOM see technical white papers for Microsoft Windows NT® Server, 
including: DCOM Architecture; DCOM Technical Overview; and DCOM The 
Distributed Component Object Model, A business Overview; incorporated 
herein in their entirety by reference. 

PC Meter Toolkit 110 includes the following components: a transaction 
handler, a vault interface, and a transaction log handler. Connections to the 
Data Center 5 can be made locally from the Stand-alone PC Meter 100 via 
modem 130. Accounting for debits and credits to the PSD are also performed 
locally, logging the transactions on the hard drive of Stand-alone PC Meter 
100. In this manner, the transaction processing and funds accounting are 
centralized on the Client PC operating as Stand-alone PC Meter 100. 

Stand-alone PC Meter 100 may accommodate more than one PSD per 
PC, for example, supporting one vault per serial port. Several Host or client 



10 



(27) 1 1 -3 2846 4 

applications programs 140, such as a word processor or an envelope 
designer, may access the PC Meter Toolkit 110 concurrently. 

The PC Meter Toolkit 110 provides standard metering functions, such 
as dispensing postage, PSD refills, and PSD registration. The PC Meter 
Toolkit 110 resides in ail Meter Servers and remote Client PCs capable of 
printing postage. The user of Stand-alone PC Meter 100 can access local or 
remote PSDs using PC Meter Toolkit 110. The PC Meter Toolkit 110 provides 
a list of the available PSDs from which the user selects a desired PSD for a 
particular transaction. 

The COM/DCOM network concept provides mechanisms for a remote 
Client PC to gain access rights to the PC Meter Toolkit component in a PC 
Meter Server. Optionally, every Client PC can be given access rights tD the 
PC Meter Server, whereby the PC Meter Server's PSD PIN (password) can 
be used to authorize access to postage functions in the PC Meter Server and 
its PSD. By default, all PSDs are considered remotely accessible by all Client 
PCs unless' configured differently by the user. Alternatively, the list of 
available PSDs can be customized based on user or system filters. For 
example, only sharing vaults whose origin zip matches the return address of 
the mail piece. In the preferred embodiment, the PSD is not active during 
access for authorization because PIN validation is performed by the PC Meter 
Server. The PC Meter Server obtains the PSD PIN from the PSD to perform 
validation. In an alternate embodiment, the PIN validation could occur within 
the PSD. This is a secure process because the PIN is stored in the PSD. 

During the creation of a mailpiece, the user performs the following 
functions whether the PC meter is operated in stand-alone mode or network 
mode. The user can select CD-ROM addressing or dialup addressing (at the 
Data Center 5} to obtain correct addressee information. The user can choose 
the class of mail service (rate category) for the mailpiece. The user can select 
from a list of rate categories that are authorized by the Post Office. The user 
can view an indicium on the monitor while designing the mailpiece and print 
preview the mailpiece with an indicium image. PC Meter Toolkit 110 provides 
a method to draw the indicium image and 2D bar code before printing. The 
indicium may be marked as visible or invisible for display purposes. See U.S. 
Patent Application Serial No. 08/922875, entitled METHOD FOR 
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PREVENTING FRAUDULENT PRINTING OF A POSTAGE INDICIUM 
DISPLAYED ON A PERSONAL COMPUTER filed September 3, 1997 and 
assigned to the assignee of the present invention, which discloses a method 
for preventing fraudulent printing of a postage indicium displayed on a 
personal computer. The user can change the postage amount, class of 
service and date of mailing. These changes are reflected in the indicium 
image. 

PC Meter Toolkit 110 provides postal funds security because the user 
can not print an indicium without accounting for a debit to the PSD. 
Furthermore, there is no direct access to the indicium image, except through 
the PC Meter Toolkit transactions. The PC Meter Toolkit uses atomic 
transactions to tie the debit to PSD with the enabling of printing of the indicium 
image. The atomic transaction ensures that the debit to the PSD is complete 
before printing the indicium. 

The transaction log stores funds transactions for PSD dispensing and 
refills. For Network PC Metering System 10, each Client PC stores the daily 
transaction log file for its local PSD(s). The user may select the local drive 
and directory path for the log file. For Network PC Metering System 10', each 
Client PC forwards transaction information for its local PSD(s) to Network 
Server 30 which stores the daily transaction log file. Once the accounting for 
a mailpiece transaction is completed, the client application requesting the 
transaction spools the mail piece corresponding to the transaction to the PC 
print manager for printing the indicium. 

Network PC Metering System (10 or 10') has many Client PC's with or 
without PSD(s) attached. Each Client PC has access to both its own local 
PSD{s) and remote PSDs in the network. Each Client PC can run its client 
application to dispense postage and initiate registration and refills. 

As previously stated, Network PC Metering System (10 or 10') 
processes transactions for dispensing postage, PSD registration, and PSD 
refill on the Client PC 20 where the specific PSD 40 is located. This requires 
the transaction processing to be performed remotely if the user is accessing a 
remote PSD. Modems for accessing Data Center 5 are preferably focated on 
each Client PC 20 having a PSD 40 coupled thereto. However, a single 
modem may be located on the Network Server 30 instead of several modems 
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on each Client PC 20 having a PSD 40 coupled thereto. In this manner, PSD 
registrations, and PSD refills are processed through Network Server 30. 

The software components for the Network PC Metering System (10 or 
10') include the software components for the Stand-alone PC Meter along 
with two additional components, listed below. 

Referring now to Fig. 5, a Client PC 20 enters Meter Server PC 21 
mode when another Client PC 20 on the network initiates remote access of 
PSD 41 through its PC Meter Toolkit 110. Meter Server PC 21 processes the 
functions for PSD registration, PSD refill, and postage dispensing as 
transactions for PSD 41. Processing Is performed at Meter Server PC 21 by 
the previously described PC Meter Toolkit 110 residing in Meter Server 21 
and at Client PC 20 by the PC Meter Toolkit 1 10 residing in Client PC 20. 

Using a DCOM implementation, the PC Meter Toolkits 110 residing in 
the Client PC 20 and the Meter Server 21 operate in conjunction with each 
other such that the remote requesting Client PC 20 and Meter Server PC 21 
operate collectiveiy as a PC meter regardless of PSD/Toolkit location. The 
PC Meter Toolkit 1 10 residing in Meter Server 21 handles messages from and 
to the requesting Client PC 20, and handles standard metering functions, 
such as dispensing postage, PSD refills, and PSD registration, for PSD 41 in 
the same manner as when in stand-alone mode. 

Referring now to Fig. 6, at step 200, Client PC 20 sends a request 
through its PC Meter Toolkit 110 to remote PSD 41 for postal value for a 
mailpiece. At step 205, Meter Server 21 determines whether the Client PC 20 
is authorized to make the request. If not authorized, then at 210, Meter 
Server 2i responds to Client PC 20 that it is not authorized to access PSD 41. 
If authorized, then at step 215, Meter Server 21 processes the request 
through its PC Meter Toolkit 110 sends the request to PSD 41 with 
information received from remote Client PC 20. At step 220, PSD 41 
dispenses the requested postal value including a digital signature based on 
the request. At step 225, PSD 41 sends the digital signature and transaction 
information to Meter Server 21. At step 230, Meter Server 21 through its PC 
Meter Toolkit 110 records the transaction information in a transaction log on 
its hard drive. At step 235, Meter Server 21 sends the digital signature and at 
least some of the transaction information to remote Client PC 20. At step 240, 
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Client PC 20 receives the digital signature and transaction information and, at 
step 245, Client PC 20 generates an indicium bitmap and prints the Indicium 
Including digital signature on mailpiece. 

Networked Operations 
Microsoft's Windows 95 ™and Windows NT^operating systems provide 
facilities through DCOM and other mechanisms to implement network 
communications. Through the use of DCOM, objects can communicate via a 
mechanism referred to as connection points, which can be used to implement 
direct communication, multi-casting (more than one client receives 
messages), or broadcasting (all clients receive messages). This can be done 
between processes on the same computer or multiple computers on a 
network or on the internet. Mailslots is another Windows mechanism that 
permits the same communications facilities. The PC Meter Toolkit 110 uses 
these facilities to exchange information about the location and disposition of 
PSDs an the network. 

When a Client PC logs into the network, the PC Meter Toolkit 110 
running on the Client PC registers the necessary connection points; one 
common to all PC Meter Toolkits on the network, and one specific to the 
Client PC itself. The common connection point is used to send and receive 
muiti-casted messages from all Clients. The specific connection point is for 
messages intended solely for one particular Client PC Meter Toolkit, such as 
a request or response for evidence of postage payment. 

Upon initialization, the Client PC's PC Meter Toolkit 110 uses the 
common connection point to send a message for all other PC Meter Toolkits 
to respond with available PSDs. PC Meter Toolkits running on PC Meter 
Servers 21 then respond to the Client PC's specific connection point with 
information about the location and identities of any attached PSDs. Referring 
to figure 2A, the list of available PSDs is consolidated and presented to 
applications that require postage metering functions. Referring to Figure 2B, 
the list of available PSDs Is consolidated along with locally attached PSDs 
and the complete list presented to applications that require postage metering 
functions. In this case, the PC Meter Toolkit 110 also sends messages to the 



14 



1 1^328464 



common PC Meter Toolkit connection points indicating that another PSD is 
available for use by other PC Meter Toolkits. 

When a remote Client PC 20 selects a PSD 40 to use; the PC Meter 
Toolkit 110 uses the Information collected at initialization to know where the 
particular PSD is located, and how to communicate with it 

in operation, the PC Meter Toolkit 110 also handles messages 
regarding the status of PC Meter Toolkits 110 on the network. Should new 
PC Meter Toolkits be started on other Client PCs 20. the local PC Meter 
Toolkit responds with information regarding any attached PSDs 40. Should 
messages be received indicating that a new PC Meter Client 20 has come on- 
line with its own PSD(s) 40, the PC Meter Toolkit updates its list of available 
PSDs. Similarly, if a Client PC 20 cs shutting down, messages are sent to all 
Client PCs indicating that any local PSDs will no longer be available. It is 
noted that all messages between PC Meter Toolkits 110 can be encrypted for 
added security. 

The effect of the Client PC Startup and Shutdown multi-casts is that all 
Client PCs 20 dynamically know exactly which PSDs 40 are available. 
Clients also have the ability to ask explicitly for a refreshed list of available 
PSDs 40 since it is possible that a machine can go Off-line without proper 
notification. DCOM also provides mechanisms for this with continual pinging 
to catch computers improperly notifying clientsfeervers. 

Referring now to Fig. 7, at step 400, a Client PC starts up and queries 
for local PSDs at step 402. If local PSDs are available. Client PC is also a 
Meter Server for the local PSDs. At step 404, PC Meter Toolkit 110 in the 
Client PC creates mailslot connection points in the Client PC. When the 
Client PC detects the presence of a network, at step 406, then PC Meter 
Toolkit 110 broadcasts a message, at step 408. for the availability of its local 
PSD(s), if previously detected, and, at step 410, broadcasts a request for the 
identity and location of remote PSDs available on the network. The broadcast 
request is repeated whenever a periodic time has elapsed at step 412. This 
ensures that the Client PC is updated with information on the current available 
remote PSDs on the network. When Client PC receives, at step 414, a 
response to its requests or receives messages from other Client PCs 
identifying remote PSDs on the network, then at step 416, PC Meter Toolkit 
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110 builds ; modifies a list of available PSDs on the network. At step 418, if 
the Client PC is a Meter Server with* a local PSD and it logs off the network, 
i.e., powers down, the Client PC broadcasts its logoff which advises the other 
Client PCs that its local PSD is no longer available on the network. At step 
420, PC Meter Toolkit 110 in the Client PC destroys the maiislot connection 
points in the Client PC. 

Centralized vs. Distributed Processing On the Network 
A PC Metering system must account for funds for all mail pieces and 
refills. This requires saving transaction records in a sequential transaction log 
file. Both postage dispensing and refills should be kept in the same 
sequential file such that meter discrepancies, such as discrepancies due to 
meter movement between Client PCs on the network, can be reconciled. The 
following paragraphs summarize the impact of using centralized vs. 
decentralized accounting for the transaction log on a network metering 
system. 

In a network metering configuration, if accounting for funds is 
summarized by a user, transactions could be logged where the user is 
located. This would require consolidating log files only if the user has more 
than one PC at which transactions can be initiated, i.e., the user moves 
between PCs). This method uses decentralized accounting, logging 
transactions on the user's PC. 

If accounting for funds is summarized by a meter, transactions should 
be logged where the meter, i.e. the PSD, is located. This would require 
consolidating log files only if the PSD could be attached to any PC (PSD 
moves between PCs). This method uses decentralized accounting, logging 
transactions on the PSD's PC. 

If accounting for funds is summarized by department (i.e. departments 
have several users that can access several PSDs), transactions must be 
consolidated if the logging of transactions was performed where the user is 
located or where the PSD is located. 

An alternative to such consolidation of log files from PCs is a 
centralized accounting and logging of all transactions on same PC or a 
centralized server. Transactions would have to be sent to the Network Server 
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PC for every mail piece, producing heavy network traffic. If. the centralized 
server is down, or otherwise not available, then no postage dispensing or 
refills can occur, disabling metering capabilities over the entire network. A 
centralized server for Network PC Metering System is not the preferred 
embodiment of the present invention. 

Network PC Metering Systems 10 and 10' are representative of 
distributed processing of the metering transaction. Network PC Metering 
System 10 involves local transaction processing requested by a requesting 
Client PC 20, and remote accounting and logging at the Meter Server PC 21, 
i.e., where the PSD 40 and transaction log file 44 are located. Network PC 
Metering System 10' involves local transaction processing by the requesting 
Client PC 20, remote accounting at the Meter Server PC 21, i.e., where the 
PSD 40 is located, and remote logging at the Network Server 30, i.e. where 
transaction log file 44 is located. Thus, the transaction processing is split from 
the accounting functionality in distributed processing. The steps of the 
transaction are split between different PCs of the network 

There is an advantage to configuring network metering for distributed 
processing, such as In Network PC Metering Systems 10 and 10'. If Network 
Server 30 is down, metering transactions may still be performed when Client 
PCs having PSDs coupled thereto operate in stand-alone mode. 
Furthermore, network-metering transactions may be performed even when a 
Client PC 20 with a PSD attached thereto is not logged on the network. For 
example, the Client PC not logged on the network can operate in stand-alone 
mode, and the Client PCs logged on the network can access other Client PCs 
having PoDs coupled thereto. 

When a Client PC is attempting to access remote PSDs on the 
network, an optional prioritized list of available PSDs can be displayed to the 
user for selection. The prioritized ordering of the available PSDs may use the 
following heuristics: 

1. PSDs sharing the same ZIP as the originating address of the 
mail piece 

2. Local PSDs (same location as the Client PC) 

3. Remote PSDs sharing the same origin ZIP as the local PSDs 

4. PSDs having the same three digit ZIP as hems 1-3 
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5. Remaining PSDs 

The preferred embodiment of the present invention has been described 
based on a Windows operating system for the Client computers. It will be 
understood that the present invention is suitable for use with any computer 
operating system. It will further be understood that although the embodiments 
of the present invention are described as postage metering systems, the 
present invention is applicable to any value metering system that includes 
transaction evidencing, such as monetary transactions, item transactions and 
information transactions. 

The preferred embodiment has been described for an open system 
metering network. It will be understood that the present invention applies also 
to a closed system metering network wherein digital postage meters are used 
in place of the Client PCs described in the preferred embodiment. Such a 
closed system metering network is shown in Fig. 8. A Network Metering 
System, generally designated 510, includes a plurality (five are shown) of 
Client modules 520 conventionally coupled to a Network Server 530, such as 
a personal computer. The Client modules are digital printers that are 
dedicated to printing postage indicium. Each Client module resembles a 
conventional digital metering system with optional display, keyboard, and an 
printer 522, however, some of the Client modules do not have an accounting 
module or PSD attached thereto. Preferably, a plurality of PSDs 540 (two are 
shown) exists in Network Metering System 510, with at least one PSD 40 
being coupled to several Client modules 20. The PSDs 540 are accounting 
modules similar to accounting units in conventional electronic postage meters. 
When a specific PSD 540 is accessed for a metering transaction, the Client 
module 520. to which the PSD 40 is attached, becomes a Meter Server 521 
(shown within parenthesis) for the remainder of the transaction. When the 
PSD 540 is being accessed by the Client module 520 to which the PSD is 
coupled the Client module 520 is functioning as a conventional meter. A more 
detailed description of a closed system metering network is provided in 
previously noted related U.S. Patent Application No. [Attorney Docket E-648]. 

While the present invention has been disclosed and described with 
reference to the embodiments thereof, it will be apparent, as noted above, 
that variations and modifications may be made therein, it is, thus, intended in 
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the following claims to cover each. variation and modification that falls within 
the true spirit and scope of the present invention. 



Windows 95 and Windows NT are trademarks of Microsoft Corporation. 
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What is Claimed is : 

1 . A postage metering system comprising: 

a plurality of printing means operatively connected as part of a network 
and operating as client printing means on the network, the client printing 
means including processor, memory and storage means; 

a plurality of postal security devices (PSDs). each of the PSDs being 
coupled to one of the client printing means, the PSD being local to the 
coupled client printing means functioning as a host to the PSD and remote to 
the other of the plurality of printing means, the PSD including unique 
identification, postal value storage means and digital signature means; 

means in the client printing means for functioning as a postage 
metering network wherein a client printing means requests evidence of 
postage payment from a "remote PSD for concluding postage metering 
transactions; and 

means in each client printing means for determining which of the 
remote PSDs are available for metering transactions on the network. 

2. The system of claim 1 wherein the determining means 
comprises a broadcast request sent over the computer network by first client 
printing means when the first client printing means logs onto the network, the 
broadcast request being for the identity of remote PSDs coupled to a host that 
is logged onto the network. 

3. The system of claim 2 wherein each host functions as a meter 
server for metering transactions between the other clients and the PSD 
coupled to said each host. 

4. The system of claim 3 wherein transaction information received 
from the PSD for each metering transaction is stored in the meter server. 
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5. The system of claim 1 wherein the determining means 
comprises a broadcast request periodically sent over the network by first 
client printing means to other client printing means logged onto the network 
the broadcast request being for the identity of remote PSDs coupled to a host 
logged onto the network. 

6. The system of claim 1 wherein the determining means 
comprises a broadcast message sent over the network by a host of a PSD 
when the host first logs onto the network, the broadcast message including 
the unique identification of the PSD coupled to the host. 

7- The system of claim 1 wherein the determining means 
comprises a broadcast message sent periodically over the network by a host 
of a PSD. the broadcast message including the unique identification of the 
PSD coupled to the host. 

8. The system of claim 1 wherein the determining means 
comprises a broadcast request periodically sent by a network server to all 
client printing means logged onto the network, the broadcast request to each 
of the client printing means logged onto the network for the identity of the 
PSDs coupled to the client printing means. 

9 The system of claim 8 wherein the client printing means find 
available PSDs through the network server. 

10. The system of claim 1 wherein the determining means 
comprises a broadcast message sent over the network by the client printing 
means having a PSD coupled thereto when the client printing means logs off 
the network, the broadcast message indicating that the PSD coupled thereto 
is no longer available. 

11. The system of claim 1 wherein each of the client printing means 
are limited to accessing only certain ones of the PSDs. 
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12. The system of claim 11 wherein first client printing means 
functions as a meter server for first metering transactions between the other 
client printing means and the local PSD coupled to the first client printing 
means, the other client printing means functioning as a meter client on the 
postage metering network for the first metering transactions. 

13. The system of claim 12 wherein the meter server determines 
whether the client printing means is authorized to request postage from the 
PSD. 

14. The system of claim 12 wherein the PSD determines whether 
the client printing means is authorized to request postage from the PSD. 

15 The system of claim 1 wherein the printing means are personal 
computers. 



16. The system of claim 1 wherein the printing means are meter 
printers. 



17. A postage metering system comprising: 

a plurality of general purpose computers (computers) operatively 
connected as part of a computer network and operating as client computers 
on the computer network, the client computers including processor, memory 
and storage means; 

a plurality of postal security devices (PSDs), each of the PSDs being 
coupled to one of the client computers, the PSD being local to the coupled 
client computer functioning as a host computer to the PSD and. remote to the 
other of the plurality of computers, the PSD including unique identification, 
postal value storage means and digital signature means; 

means in the client computers for functioning as a postage metering 
network wherein a client computer requests evidence of postage payment 
from a remote PSD for concluding postage metering transactions ; 
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means in each client computer for determining which of the remote 
PSDs are available for metering transactions on the computer network. 

18. The system of claim 17 wherein the determining means 
comprises: 

a broadcast request sent over the computer network by a first client 
computer when the first client computer logs onto the computer network and 
periodically thereafter, the broadcast request requesting the identity of each 
remote PSD coupled to a host computer logged onto the computer network; 

a broadcast message sent over the computer network by each host 
computer when said each host computer logs onto the computer network and 
periodically thereafter, the broadcast message indicating the unique 
identification of the PSD coupled to said each host computer; and 

a broadcast message sent over the computer network by said each 
host computer when said each host computer logs off the computer network, 
the broadcast message indicating that the PSD coupled thereto is no longer 
available. 

19. The system of claim 18 wherein the determining means 
comprises a broadcast request periodically sent by a network server to all 
client computers logged onto the computer network, the broadcast request 
requesting that each of the client computers logged onto the network and 
functioning as a host computer identity each PSD coupled thereto, wherein 
the client computers find available PSDs through the network server. 

20. The system of claim 18 wherein said each host computer 
functions as a meter server for metering transactions between the other client 
PSDs and the PSD coupled to said each host computer and the other client 
computers function as meter clients on the postage metering network, 
wherein transaction information received from the PSD for each transaction 
request is stored in the meter server. 

21. The system of claim 20 wherein the meter server determines 
whether the client computer is authorized to request postage from the PSD. 
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22. The system of claim 20 wherein the PSD determines whether 
the client computer is authorized to request postage from the PSD. 

23. The system of claim 17 wherein each of the client computers are 
limited to accessing only certain ones of the PSDs. 

24. A transaction evidencing system comprising: 

a plurality of general purpose computers (computers) operatively 
connected as part of a computer network and operating as client computers 
on the computer network, the client computers including processor, memory 
and storage means, and at least some of the client computers including 
transaction evidencing software that selectively runs on the client computers; 

a plurality of postal security devices (PSDs), each of the PSDs being 
coupled to one of the client computers, the PSD being local to the coupled 
client computer functioning as a host computer to the PSD and remote to the 
other of the plurality of computers, the PSD including unique identification, 
digital signature means and transaction accounting means; 

means in the client computers for functioning as a transaction 
evidencing network wherein a client computer requests and obtains 
transaction evidencing from a remote PSD for concluding transactions at the 
requesting client computer 

means in each client computer for determining which of the remote 
PSDs are available for transactions on the computer network and the 
identification of each client computer coupled to the available PSDs. 

25. The system of claim 24 wherein the determining means 
comprises: 

a broadcast request sent over the computer network by a first client 
computer when the first client computer logs onto the computer network and 
periodically thereafter, the broadcast request requesting the identity of each 
remote PSD coupled to a host computer logged onto the computer network; 

a broadcast message sent over the computer network by each host 
computer when said each host computer logs onto the computer network and 



24 



(41) 



ftmW- 1 1 -3 2846 4 



periodically thereafter, the broadcast message indicating the unique 
identification of the PSD coupled to said each host computer; and 

a broadcast message sent over the computer network by said each 
host computer when said each host computer logs off the computer network, 
the broadcast message indicating that the PSD coupled thereto is no longer 
available. 



2.6. The system of claim 25 wherein the determining means 
comprises a broadcast request periodically sent by a network server to all 
client computers lagged onto the computer network, the broadcast request 
requesting that each of the client computers logged onto the network and 
functioning as a host computer identity each PSD coupled thereto, wherein 
the client computers find available PSDs through the network server. 

27. The system of claim 25 wherein said each host computer 
functions as a transaction evidencing server for transactions between the 
other client computers and the PSD coupled to said each host computer and 
the other client computers function as transaction evidencing clients on the 
computer network, wherein transaction information received from the PSD for 
each transaction request is stored in the transaction evidencing server. 

28. The system of claim 27 wherein the transaction evidencing 
server determines whether the client computer is authorized to request, 
transaction evidencing from the PSD. 

29. The system of claim 27 wherein the PSD determines whether 
the client computer is authorized to request transaction evidencing from the 
PSD. 

30. The system of claim 24 wherein each of the client computers are 
limited to accessing only certain ones of the PSDs. 
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31 A method for automatic detection of remote postage security 
devices (PSDs) on a network having a plurality of client devices to which the 
PSDs are coupled, the method comprising the steps of: 

broadcasting a request over the network by a first client device when 
the first client device logs onto the network, the request requesting the identity 
of each remote PSD coupled to the other of the plurality of client devices 
which are functioning as a host to the PSD and are logged onto the network; 

periodically thereafter rebroadcasting the request; 

broadcasting a first message over the network by each host when said 
each host first logs onto the network, the first message indicating the unique 
identification of the PSD coupled to said each host; 

broadcasting a second message over the network by said each host 
when said each host logs off the network, the second message Indicating that 
the PSD coupled thereto is no longer available; and 

maintaining a list of PSDs available on the network. 
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POSTAGE METERING SYSTEM AND METHOD FOR AUTOMATIC 
DETECTION OF REMOTE POSTAGE SECURITY DEVICES ON A 

NETWORK 



Abstract of the Invention 

A postage metering system includes a plurality of printer modules 
connected as part of a network and operating as clients on the network. 
Postal security devices (PSDs) are coupled the clients. Each PSD is local to 
the coupled client functioning as a host to the PSD and remote to the other of 
the plurality of clients. The PSD includes unique identification, postal value 
storage and a digital signature generator. The clients function as a postage 
metering network wherein a client requests evidence of postage payment 
from a remote PSD for concluding postage metering transactions. Each of 
the clients determines which of the remote PSDs are available for metering 
transactions on the network by broadcast messages and requests. In one 
embodiment, a broadcast request for the identity of remote PSDs whose host 
is logged onto the network is sent over the network by a client when the client 
logs onto the network. Additional broadcast requests are periodically sent 
over the network by the client to other clients logged onto the network. 
Broadcast messages indicating the unique identification of the PSD coupled 
to a host are sent over the network by the host when the host logs onto the 
network. Additional broadcast messages are sent periodically over the 
network by the host. Another broadcast message indicating that a PSD is no 
longer available is sent over the network by the host when it logs off the 
network. In alternate embodiments a network server controls broadcast 
requests and messages. 
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